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# F magiskfrida 22895 E

export PATH=~/Android/Sdk/platform-tools/:$PATH

adb push frida-server-12.4.8-android-arm64 /data/local/tmp/fserver
# adb shell su -c "mount -o rw,remount /system"

# adb shell su -c "mv /data/local/tmp/fserver /system/bin/fserver"

# adb shell su -c "chmod 777 /system/bin/fserver”

# adb shell su -c "mount -o ro,remount /system"

adb shell su -c "mv /data/local/tmp/fserver /sbin/fserver"
adb shell su -c "chmod 777 /sbin/fserver"
adb shell su -c "fserver --help”

- O Voo NOGOOUVLA, WN=

- )

o pip TFEISEIRS (virtualenv)

cd ~/frida

virtualenv --no-site-packages frida-12.0.7
source ~/frida/frida-12.0.7/bin/activate
pip3 install frida==12.0.7

pip3 install frida-tools==1.1.0

u b WIN =
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vscode BN
1 "python.venvPath": "F:\\path\\to\\Frida",
2 "python.venvFolders™: [
3 "envs”,
4 ".pyenv"”,
5 ".direnv"”
6 I

BIAJ7E vscode HRiEE venv FRRIREFEES.

FEFN R

‘ 1 console.log(Java.use("android.util.Log").getStackTraceString(Java.use("java.lang.Throwable

tH35TF java B

‘ 1 android.util.Log.getStackTraceString(new java.lang.Throwable())

i Dex (https://www.jianshu.com/p/ca8381d3e094)

o %H sdk - build-tools Hfy dx #I{E dex, push ZE|FHE
o EANKES

var currentApplication = Java.use("android.app.ActivityThread").currentApplication();
var context = currentApplication.getApplicationContext();

var pkgName = context.getPackageName();

var dexPath = "/data/local/tmp/guava.dex”;

Java.openClassFile(dexPath).load();

console.log(“inject " + dexPath + " to " + pkgName + " successfully!")
console.log(Java.use("com.google.common.collect.Maps™)); //

Nounh WN=

Non-ASCll
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1 int ¥(int x) {
2 return x + 100;

BEEF—-LATM, FRUATLASRISFIENLE, BRAREEMZFEZ hook.

1 Java.perform(
2 function x() {
3 var targetClass = "com.example.hooktest.MainActivity";
4 var hookCls = Java.use(targetClass);
5 var methods = hookCls.class.getDeclaredMethods();
6 for (var i in methods) {
7 console.log(methods]i].toString());
8 console.log(encodeURIComponent(methods]i].toString().replace(/~.*?\.([*\s\.\(\)]+)
9 }
10 hookCls[decodeURIComponent("%D6%8F")]
11 .implementation = function (x) {
12 console.log(“original call: fun(" + x + ")");
13 var result = this[decodeURIComponent("%D6%8F")](900);
14 return result;
15 }
16 }
17 )
TracerPid
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1 console.log("anti_fgets");
2  var fgetsPtr = Module.findExportByName('libc.so’, 'fgets’);
3  var fgets = new NativeFunction(fgetsPtr, ‘pointer’, ['pointer’, 'int’, ‘pointer']);
4 Interceptor.replace(fgetsPtr, new NativeCallback(function (buffer, size, fp) {
5 var retval = fgets(buffer, size, fp)
6 var bufstr = Memory.readUtf8String(buffer)
7 if (bufstr.indexOf(‘TracerPid:") > -1) {
8 Memory.writeUtf8String(buffer, 'TracerPid:\t0’)
9 // console.log('tracerpid replaced: ' + bufstr)
10 }
11 if (bufstr.indexOf(:" + 27042..toString(16).toUpperCase()) > -1) {
12 Memory.writeUtf8String(buffer, ')
13 console.log('27042 replaced: ' + bufstr)
14 }
15 if (bufstr.indexOf('frida’) > -1) {// frida
16 Memory.writeUtf8String(buffer, ")
17 console.log(‘frida replaced: ' + bufstr)
18 }
19
20 return retval
21 }. 'pointer’, ['pointer’, 'int’, ‘pointer’]))

System.loadLibrary
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1 const SDK_INT = Java.use(‘android.os.Build$VERSION").SDK INT.value
2  const System = Java.use(‘java.lang.System’)
3 const Runtime = Java.use(‘java.lang.Runtime’)
4 const VMStack = Java.use('dalvik.system.VMStack’)
5
6 System.loadLibrary.implementation = function (library: string) {
7 try {
8 console.log('System.loadLibrary("' + library + ')’)
9 if (SDK INT > 23) {
10 return Runtime.getRuntime().loadLibrary0(VMStack.getCallingClassLoader(), library)
11 } else {
12 return Runtime.getRuntime().loadLibrary(library, VMStack.getCallingClassLoader())
13 }
14 } catch (e) {
15 console.warn(e)
16 }
17 }
18
19 System.load.implementation = function (library: string) {
20 try {
21 console.log('System.load("' + library + ')’)
22 if (SDK INT > 23) {
23 return Runtime.getRuntime().load0(VMStack.getCallingClassLoader(), library)
24 } else {
25 return Runtime.getRuntime().load(library, VMStack.getCallingClassLoader())
26 }
27 } catch (e) {
28 console.warn(e)
29 }
30 %
31
tarli:
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1 function readStdString(str) {
2 const isTiny = (str.readU8() & 1) === 0
3 if (isTiny) {
4 return str.add(1).readUtf8String()
5 }
6 return str.add(2 * Process.pointerSize).readPointer().readUtf8String()
7 }
8
9 var mod art = Process.findModuleByName(“libart.so")
10 if (mod art) {
11 for (var exp of mod art.enumerateExports()) {
12 if (exp.name.indexOf("LoadNativeLibrary") != -1) {
13 console.log(exp.name, exp.address)
14
15 Interceptor.attach(exp.address, {
16 onEnter: function (args) {
17 this.pathName = readStdString(args[2])
18 console.log("[*] [LoadNativeLibrary] in pathName =", this.pathName)
19 h
20 onLeave: function (retval) {
21 console.log("[*] [LoadNativeLibrary] out pathName =", this.pathName)
22 }
23 )]
24
25 break
26 }
27 }
28 }
29
30 var mod dvm = Process.findModuleByName("libdvm.so")
31 if (mod _dvm) {
32 for (var exp of mod dvm.enumerateExports()) {
33 if (exp.name.indexOf("dvmLoadNativeCode") != -1) {
34 console.log(exp.name, exp.address)
35 // bool dvmLoadNativeCode(const char * pathName, void * classLoader, char ** detl
36
37 Interceptor.attach(exp.address, {
38 onEnter: function (args) {
39 this.pathName = args[0].readUtf8String()
40 console.log("[*] [dvmLoadNativeCode] in pathName =", this.pathName)
41 }
42 onLeave: function (retval) {
43 console.log("[*] [dvmLoadNativeCode] out pathName =", this.pathName)
44 }
45 h)
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46

47 break
48 }

49 }

50 }

SDK_INT

1 const SDK_INT = Java.use(‘android.os.Build$VERSION").SDK INT.value;

dump so

1 // Process.enumerateModules();
2 var fd = new File("/sdcard/Android/data/com.example/files/libxx.so","wb"); fd.write(new N

#¢ interface RIS ((HitEi2iR, BEHHK—TXRAY Java K15
BE—T)
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1 Java.enumeratelLoadedClasses(
2 {
3 "onMatch": function (className) {
4 if (className.indexOf("com.example.hooktest.”) < 0) {
5 return
6 }
7 var hookCls = Java.use(className)
8 var interFaces = hookCls.class.getGenericlnterfaces()
9 if (interFaces.length > 0) {
10 console.log(className)
11 for (variin interFaces) {
12 console.log("\t", interFaces]i])
13 }
14 var methods = hookCls.class.getDeclaredMethods()
15 for (var i in methods) {
16 console.log(methods][i].toString(), "\t", encodeURIComponent(methods]i].toStrit
17 }
18 }
19 h
20 "onComplete": function () { }
21 }
22 )

FJED il2cpp HRIR[EIAY c# string

FEANMFHRRKE, BENNFHFREN utf-16 FFH.

ooNO UV A WN=

o

10
11
12
13
14

// public string DecryptString(string stringld); // RVA: 0x3D270 Offset: 0x3D270
function attach DecryptString(){
var func = Module.getBaseAddress("libil2cpp.so™).add(0x3D270)
console.log(‘func addr: ' + func)
Interceptor.attach(func, {
onEnter: function (args) {

)
onLeave: function (retval) {
print_dotnet string("onLeave", retval)

}
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function print_dotnet string(tag, dotnet string) {
console.log(JSON.stringify({
tag: tag,
len: dotnet_string.add(8).readU32(),
data: dotnet_string.add(12).readUtf16String(-1)
)

NOoOO U h WN=

iZEHY std::string

Frida and std::string (https://stek29.rocks/2017/08/07/frida-stdstring.html)
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